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Goran llic*

SPECIAL EVIDENTIARY ACTIONS IN THE
RULINGS OF THE SUPREME COURT OF
CASSATION AND THE EUROPEAN COURT OF
HUMAN RIGHTS

Introduction

Organised crime affects the most sacred of social values. What is more, the form and extent of the
way it is manifested, as well as the manner in which organised crime is interlinked with the holders
of political and economic power, significantly complicates identification, detection and prosecution
of these crimes. This also makes them a greater threat than the most serious forms of other crimes.!
The perpetrators of organised criminal activity make use of cutting edge technical equipment, espe-
cially communications equipment, thereby increasing their potential of engaging in criminal activity
internationally. In response to this highly dangerous criminal activity, the additional need to more
effectively prosecute corruption cases and in line with the latest ‘trends’, states have resorted to new
means of enforcing criminal law in order to advance the detection and prosecution of these crimes.
These methods have spurred changes to substantive and procedural criminal legislation, as well as
the establishment of special criminal justice bodies with broader powers.

Serbia's attempt to combat organised crime followed the pattern outlined above. Both substantive
and procedural criminal law was amended and special criminal justice bodies were established in
order to fight organised crime. It seems, however, that in the establishment of special bodies within
the criminal justice system, it was not properly understood that the bodies whose task it is to fight
organised crime and corruption are exceptional not only in terms of their jurisdiction. The conditio
sine qua non that enables these bodies to fight organised and other serious crime is that they are
guaranteed a measure of independence and autonomy, without this the criminal justice system
would be unable to fully carry out its duties. In other words, as well as having special jurisdiction for
combating organised crime and corruption the Special Department of the High Court in Belgrade,
the Special Department of the Court of Appeal in Belgrade and the Organised Crime Prosecution
Office should also be guaranteed independence and autonomy in order to ensure disinterested
criminal prosecution and dispassionate ruling in cases of organised crime and corruption. In Serbia,
the bodies tasked with combating organised crime do not have special guarantees of independence

1 Djurdji¢, V, “Criminal Procedural Law”, (Serbian “Krivi¢no procesno pravo, Posebni deo”), Ni§ 2006

* The author is the President of the Association of Public Prosecutors and Deputy Public Prosecutors of Serbia and is the
Deputy to the Republic Public Prosecutor.
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and autonomy, nor do judges and public prosecutors have special guarantees of personal indepen-
dence and autonomy. Moreover, it appears that these bodies are subject to political influence as
the Prosecutor's Office has, as a rule, been unable to pursue cases of corruption if they are in any
way linked to the ruling parties and judicial rulings have been predictable depending on whether the
defendant has been in a former or serving government.



Special Evidentiary Actions in the Criminal
Procedure Code

Serbian criminal procedure legislation has accepted new procedural forms that broaden the possi-
bilities of detecting and prosecuting the most serious crimes. The basic features of the new special
evidentiary actions are: secrecy, limited (but necessary) encroachment on constitutionally guaran-
teed human and citizens' rights and the inadmissibility of evidence gathered unlawfully. The basic
features of special evidentiary actions, therefore, also set limits on their use. The Criminal Procedure
Code?, prescribes six special evidentiary actions, which are as follows: covert interception of commu-
nications, covert surveillance and recordings, simulated [business] deals, computer search of data
and undercover investigator.

Article 126 of the CPC prescribes that special evidentiary actions can be applied for criminal acts
that, according to statute, fall within the competence of a prosecutor’s office of special jurisdiction
and for a number of explicitly named criminal acts. Regarding the authorisation of the application of
special evidentiary actions, the Supreme Court of Cassation points out, “that the court which is not
competent shall take on those procedures which are at risk of postponement, and in this specific case
it was clear these were procedures that could not be postponed.”* The term “clear” could mean that
the court deems special evidentiary actions to be urgent in their own right and that in each specific
case this justifies departure from court jurisdiction. In short, the urgency of these actions means that
even if authorised by a non-presiding court the evidence they produce remains admissible.

The prosecution of cases of organised crime is the responsibility of the Prosecutor's Office for Orga-
nised Crime. The primary unit of organised crime is the organised criminal group. According to Ser-
bian law, an organised criminal group composes three or more persons, existing for a period of time
with the aim of committing one or more criminal offences that are punishable by four or more years
imprisonment and the end goal of which are financial and other benefits. For criminal conduct to be
characterised as organised crime, it must meet certain conditions regarding how long the criminal
group has been in existence, the organised activities of its members, the goal of acquiring material
gain and the severity of the criminal acts committed. A criminal group may be organised in order to
execute a single criminal act preceded by a number of members planning and preparing the act (for
example, aggravated theft or robbery of a financial institution).

The Prosecutor's Office for Organised Crime is also responsible for prosecuting other crimes. These
are: the killing of top state officials (Article 310 of the Criminal Code) and the criminal offence of
armed insurrection (Art 311); criminal offences covering abuse of authority or abuse of office (Arts
359, 366, 367 and 368) when the defendant, i.e. the recipient of a bribe, is a state official or is per-
forming a public function as selected to do so by the National Assembly, the Government, the High
Judicial Council and the State Prosecutorial Council; the criminal abuse of power by a responsible

2 Official Gazette of the Republic of Serbia Nos. 72/2011, 101/2011, 121/2012, 32/2013, 45/2013, 55/2014.
3 Supreme Court of Cassation: KZZ OK 1/2013. of 13.3.2013
4 Beatovi¢, S; Skuli¢, M and Ili¢, G; Handbook for the Implementation of the Criminal Procedure Code (Serbian: Priru¢nik

za primenu Zakonika o krivicnom postupku), in Danilo Suboti¢; Special Evidentiary Actions (Serbian: Posebne dokazne
radnje), Belgrade 2013
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person (Art 234, Para 3); the criminal abuse of the public procurement process (Art 234a, Para 3);
the criminal abuse of office (Art 359, Para 3) when the value of the material gain exceeds 200 milli-
on dinars; crimes of terrorism (Art 391); the criminal offence of publically instigating terrorism (Art
391a); the criminal offence of recruiting and training terrorists (Art 391b); the use of a deadly device
(Art 391¢); the destruction or damage of a nuclear facility (Art 391d); the financing of terrorism (Art
393); money laundering (Art 231) if the property in question results from the proceeds of organised
crime or any of the aforementioned criminal offences (with the exception of the killing of a state
official or an armed insurrection); crimes against state officials (Art 322, Paras 3 and 4 and Art 323,
Paras 3 and 4), if these are committed in conjunction with organised crime or any of the other afo-
rementioned criminal offences.

Article 2 of the Law Organisation and Competence of Government Authorities in War Crimes Pro-
ceedings confirms the competence of the Prosecutor's Office for War Crimes in dealing with offen-
ces referred to by Arts 370-384 and Arts 385 and 386 of the Criminal Code; the serious violations of
international humanitarian law committed on the territory of the former Yugoslavia since 1 January
1991 that are defined by the statute of the International Criminal Tribunal for the former Yugoslavia;
the criminal offence of accessory after the fact to crimes listed in Art 333 of the Criminal Code, if
these were committed in conjunction with the abovementioned criminal offences.

According to Article 162 of the CPC, special evidentiary actions can be applied to a number of other
offences for which there is no special prosecutor's office, namely: aggravated murder (Art 114);
abduction (Art 134); showing, acquiring and possessing pornographic materials and use of a minor
for pornographic purposes (Art 185, Paras 2 and 3); robbery (Art 206, Paras 2 and 3); extortion (Art
214, Para 4); counterfeiting legal tender (Art 323, Paras 1-3); money laundering (Art 231, Paras
1-4); abuse of office by a responsible person (Art 234); misfeasance in public procurement (Art
234a); unlawful production and circulation of narcotics (Art 246, Paras 1-3); compromising indepen-
dence (Art 305); compromising territorial integrity (Art 307); attacking the constitutional order (Art
309); malicious destruction (Art 313); sabotage (314); espionage (315); disclosing a state secret (Art
316); instigating national, racial and religious hatred and intolerance (Art 317); violation of territorial
sovereignty (Art 318); conspiracy for unconstitutional activity (Art 319); plotting of offences against
the constitutional order and security of Serbia (Art 320); grave offences against the constitutional or-
der and security of Serbia (Art 321); unlawful manufacture, possession, carrying, and sale of firearms
and explosives (Art 348); illegal crossing of state border and human trafficking (Art 350, Paras 2 and
3); abuse of office (Art 359); influence peddling (Art 366); soliciting and accepting bribes (Art 367);
bribery (Art 368); human trafficking (Art 388); endangering of a person under international protec-
tion (Art 392) and criminal offences under Article 98, Paras 3-5 of the Data Secrecy Law; suborna-
tion of perjury (Art 336, Para 1) if committed in conjunction with the above mentioned offences
for which special evidentiary actions can be applied. The special evidentiary action of deploying an
undercover investigator can only be applied to criminal offences within the domain of a prosecutor’s
office with special jurisdiction (Art 162, Para 2 of the CPC), making this the measure with the most
rigid authorisation conditions. The covert interception of communications can also be applied to the
following offences: unauthorised use of copyrighted work or other work protected by similar right
(Art 199); damaging computer data and programs (Art 298, Para 3); computer sabotage (Art 299);
computer fraud (Art 301, Para 3); and unauthorised access to a computer, computer network or
electronic data processing (Art 302).



Conditions for the Authorisation of Special
Evidentiary Actions

The general conditions for the authorisation of special evidentiary actions are laid down by Art 161
of the CPC. Although the theoretical understanding of the conditions for the authorisation of special
evidentiary measures is not the goal of this paper, it is worth mentioning that in the literature it is po-
ssible to encounter the opinion that the conditions for the authorisation of special evidentiary actions
represent the factual and legal basis for the selection of these measures. The factual basis concerns
the degree of probability (the grounds for suspicion) that a person has committed a criminal offen-
ce to which these evidence gathering procedures are applicable. The focus of special evidentiary
actions on a single person suspected of preparing or committing an offence is a standard on which
the European Court of Human Rights insists. The Court holds that national legislation dealing with
special investigative methods must ensure adequate and effective safeguards against abuse in the
application of these methods. In this regard, the general surveillance relying on these measures is
prohibited and the surveillance may cover only the suspect and their ‘presumed’ contact-persons.®
The legal basis for the approval of these investigative activities is founded on restrictiveness as its
main element as these measures can only be approved if evidence cannot be gathered using other
investigative methods or if the gathering of evidence would be made considerably more difficult.®

On the other hand, some authors identify the conditions for the authorisation of special evidentiary
actions as material and formal. The material condition concerns the types of crime for which the
measures are applicable and which evidence gathering difficulties require the application of special
evidentiary actions. Formal conditions for the application of these measures also consist of two ele-
ments. The procedural initiative of the public prosecutor via a reasoned proposal is the first element,
while the approval of the proposal by the judge presiding over preliminary proceedings in the form
of a warrant for the implementation of special evidentiary actions represents the second element of
formal conditions.”

5  European Court of Human Rights, CASE OF KLASS AND OTHERS v. GERMANY, Application no.
5029/71), JUDGMENT, STRASBOURG , 6, September 1978, http://hudoc.echr.coe.int/eng?i=001-57510, 27.7.2015.

6  Danilo Suboti¢; Special Evidentiary Actions (Serbian: Posebne dokazne radnje), Belgrade 2013

7 lgnjatovi¢, Dj. and Skuli¢, M; Organised Criminality (Serbian: “Organizovani kriminalitet"), Belgrade 2010
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Individual Evidentiary Actions

COVERT INTERCEPTION OF COMMUNICATIONS

Provisions concerning this special evidentiary action include its approval, implementation, expansion
and submission of reports and gathered materials. The action may be ordered by a court on receipt
of a reasoned request from a prosecutor if this meets the general conditions set forth in Article 161,
Paragraphs 1 and 2 of the CPC and it consists of intercepting and recording of communications
conducted by telephone or other technical means or surveillance of the electronic or other address
of a suspect and the seizure of letters and other parcels (Art 166). The general material conditions
concern the determination of the level of suspicion (grounds for suspicion) that the person against
whom the measure is targeted has committed or is preparing a criminal offence to which this special
evidentiary action is applicable as well as the impossibility (difficulty) of gathering evidence using
other means. In one of its decisions, the Special Department of the High Court in Belgrade takes the
position that the “recording of the aforementioned” person was “conducted without valid legal ba-
sis" as the conversation was conducted by a suspect who was not subject to the special evidentiary
measure.® This decision was, however, quashed by the Special Department of the Court of Appeal
due to shortcomings in the content of the first ruling. Based on the reasoning in the appeals court
ruling it cannot be surmised that the initial ruling was irregular and that the Covert Interception of
Communications measure can apply to secondary suspects against whom it was not approved.® The
Supreme Court of Cassation has also addressed this issue. In one ruling, the Supreme Court of Ca-
ssation highlights the fact that “extracting evidence by examining the transcripts of telephone con-
versations between defendants is founded on a legally approved order against one defendant”. This
means that this is undoubtedly a legal form of evidence gathering concerning the suspect for whom
the application of the measure was approved. Due to the evaluation of the content of conversations
regarding the second defendant, the appeals court quashed the first ruling only for this defendant
but this is still no reason to deem this evidence unlawful for the first defendant.*

The formal condition for the application of this evidentiary action is a reasoned request by a pro-
secutor. The action may cover only covert surveillance of communications conducted by telephone
or other technical means or only surveillance of the electronic or other address of a suspect and the
seizure of letters and other parcels — or indeed surveillance covering both forms. The content of the
reasoned request submitted by the prosecutor can be inferred, indirectly, from what is presrcibed
for the content of the authorisation order and from the nature of the measure proposed. For a court
to approve the application of a special evidentiary action, the public prosecutor must first convince
the court that all of the legal conditions have been met, i.e. that the application of the measure is
necessary and expedient in terms of detecting, prosecuting and suppressing the most serious crimes
to which these actions are applied. The justification for the proposal should, therefore, contain all
of the arguments for the application of the special evidentiary action: from the circumstances that

8 High Court in Belgrade, Special Department, K po 1. 253/10. of 12/07/2013
9 The Court of Appeal in Belgrade, Special Department, Kz. po 309/13 of 30/07/2013

10  Supreme Court of Cassation, Kzz 216/2015 od 11.03.2015
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establish the grounds for suspicion that a criminal act has been committed or is being prepared to the
impossibility or significant difficulty of gathering evidence using other means (i.e. the use of other
means to detect, prevent or prosecute without disproportionate difficulties or grave danger — for
crimes not yet committed). The proposal should also contain information available on the person at
which the proposed evidentiary action is directed, the contact details of the suspect or other contact
details which it is reasonable to assume the suspect makes use of. It is reasonable for the public
prosecutor to propose which agency should be entrusted with the implementation of the special
evidentiary action as well as the manner and scope of its implementation. The proposal may include
the seizure of letters and other parcels. The public prosecutor may propose an ‘extension of scope’
of the implementation of the measure — a broadening of the investigative measure in order to inclu-
de covert surveillance and recording (Art 171).1* The Supreme Court of Cassation has passed only
one decision that concerns limitations on the scope of the application of this measure. The decision
declares that Article 438, Paragraph 2, Iltem 1 of the CPC is not violated and the evidence resulting
from the measure is admissible if it is applied to a foreign national, using a mobile telephone from a
foreign provider, as long as that person is on the territory of the Republic of Serbia.*?

In determining the duration of the covert surveillance, the CPC distinguishes between general cri-
minal offences and those that fall within the domain of prosecutor’s offices with special jurisdiction,
in @ manner that affects the extension of this measure. Both types of criminal offences the measure
is approved for duration of three months. If necessary the measure can be extended by a maximum
of a further three months. If the crime falls under the jurisdiction of a special prosecutor’s office
the duration of covert surveillance can receive a maximum of two exceptional extensions of three
months each. From the perspective of human rights, the extension of a special evidentiary action is
equivalent to its authorisation. The public prosecutor’s proposal and the order issued by the judge
for preliminary proceedings must be substantiated with the circumstances giving rise to the need for
further evidence gathering. The surveillance is terminated when the reasons for its application cease
to exist. The surveillance order is executed by the police, the Security Information Agency (BIA)
or the Military Security Agency (VBA).** The law enforcement authority executing the surveillance
compiles daily reports which, together with the recordings made, letters and other parcels sent or
received by the suspect, are submitted to the judge presiding over preliminary proceedings and, on
request, the public prosecutor (Art 168, Para 1).

In the course of covertly intercepting communications conducted from the telephone number or
address determined in the authorisation order, the body executing the order may learn that the sus-
pect is using a different number or address. In such cases the CPC provides that the body conducting
the evidentiary action may extend the covert interception of communications to the secondary num-
ber or address but must immediately notify the public prosecutor (Art 169, Para 1). If they conclude
that the expansion is justified, the public prosecutor will immediately submit a motion for an expan-
sion of the covert interception of communications. The motion is decided on within 48 hours of the

11 Danilo Suboti¢; Special Evidentiary Actions (Serbian: Posebne dokazne radnje), Belgrade 2013, p. 132
12 Supreme Court of Cassation, Kzz OK 9/2014. od 19.5.2014

13 Some authors are of the opinion that Serbian legislators do not respect Council of Europe recommendations that
suggest the security and intelligence agencies should not conduct criminal investigations against traditional forms of crime
(See: Nicevi¢, Muamer and Manojlovi¢, Dragan; A Review of the Criminal Procedural Institution of Special Evidentiary
Actions (Serbian: Osvrt na krvicnoprocesni i kriminalisticki institut posebne dokazne radnje), Pravne teme, Year 1, No. 1,
Novi Pazar 2013
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receipt of the motion by the judge for preliminary proceedings, who makes a note thereof in the
record (Art 169, Para 2). If the judge approves the motion they will authorise an expansion of the
surveillance and if they deny the motion evidence collected by extending the surveillance to another
number or address is destroyed (Art 169, Para 3). The CPC does not require the public prosecutor to
substantiate their request for an expansion of the surveillance, instead the justification of the propo-
sal is assumed. The order authorising expansion of the surveillance should also be substantiated. The
Supreme Court of Cassation, in one of its decisions, covers so-called accidental findings. According
to the Supreme Court of Cassation the legality of a measure was not called into question based on
the fact that an investigating judge of the Special Department of the High Court in Belgrade did not
explicitly refer to the provisions that make it clear that the measure can be approved only if there
are grounds for suspicion that an act of organised crime, corruption or other serious offence is being
commissioned.**

COVERT SURVEILLANCE AND RECORDING

The CPC stipulates the conditions for authorising these special evidentiary actions, the content of
orders for their authorisation and the manner in which they will be applied. In order for this action
to be applied, the general conditions provided in Art 161, Paras 1 and 2 must be met, as must the
special conditions regarding the direct purpose of these actions (Art 171, Para 1, ltems 1 and 2).

The application of this special evidentiary action primarily involves the recording of oral communica-
tions between the suspect and other parties. The aim of the surveillance and recording is to establish
the identity of the persons with whom the suspect is in communication, as well as their locations
and (circumstances permitting) the location of objects. According to the provisions of Article 171,
Paragraph 2, premises and places (but not domiciles) belonging persons other than suspect can be
the target of covert surveillance and recording if it is believed that the suspect will be present or if
they will be using those vehicles.

Covert surveillance and recording is approved by a judge for preliminary proceedings by a reasoned
order on receipt of a reasoned proposal from a prosecutor. The substantiation of the proposal should
highlight the fulfilment of the general conditions for the authorisation of special evidentiary actions
(grounds for suspicion that a criminal offence subject to these measures is being commissioned and
the inability of gathering evidence using other means, etc.), as well as the fulfilment of conditions
specific to this evidentiary action. The proposal should also highlight the aim that the application of
this action seeks to achieve and the details necessary for this action (the available data on the sus-
pect, the premises that is the subject of the surveillance and recording and similar).

The order by the judge for preliminary proceedings approving the covert surveillance and recording
should contain data on the suspect, legal designation of the criminal offence, reasons on which the
suspicion is based, designation of the premises, location or vehicle, authorization to enter and place
the technical equipment for recording, manner of conduct, scope and duration of the special eviden-
tiary action (Art 172, Para 2). The body conduction this evidentiary action is authorised to enter the
subject premises and deploy technical recording equipment. The duration of the evidentiary action is

14 Supreme Court of Cassation, Kzz 1137/2014 of 2.12.2014
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regulated in the same manner as the duration of covert interception of communications. These evi-
dentiary actions are similar in content and are often authorised together with one another. As these
measures represent a grave intrusion into private life, the European Court of Human Rights insists on
the principles of necessity and proportionality in the authorisation and application of these measures.
In one case the Court concluded that, given the seriousness of the offence in question (terrorist
activity), the use of GPS devices was proportional, regardless of the fact that the surveillance was
conducted by a number of state authorities, representing a greater “intrusion” into private life. Ulti-
mately, according to the ECHR decision, the GPS device was used for a relatively short period of time
and it cannot therefore be said that the suspect had been subjected to “total and comprehensive
surveillance".*s One issue that causes controversy is that of legal audio recording in the application
of this measure. The arguments in favour of understanding covert surveillance and recording as not
including audio recordings seem quite convincing. The first reason to support this understanding is
the purpose of applying this special investigative measure. The aim of this measure is to establish
who the suspect is in contact with in public places and places where access is restricted. Second, had
legislators deemed that covert surveillance and recording included audio recording, this would have
been explicitly specified in the provisions regulating the application of this special activity.¢

As with covert interception of communications, the implementation of surveillance and recording
requires the compilation of daily reports that, together with gathered materials, should be submitted
to the judge for preliminary proceedings and, on request, to the public prosecutor (Art 173, Para
1). The procedure for the termination of the covert surveillance and recording is regulated by the
appropriate provisions for the application of covert interception of communications (Art. 173)

SIMULATED [BUSINESS] DEALS

The Criminal Procedure Code provides for two ways to simulate participation in business deals: 1)
simulated purchase, sale or rendering of business services; and 2) simulated offering or acceptance
of bribes (Art 174). In order for this evidentiary action to be approved, the general conditions pre-
srcibed in Article 161, Paras 1 and 2 must be met. This unusual investigative measure is particularly
suited to the detection and prosecution of criminal offences that fall under the definition of so-called
consensual crime.

The application of simulated business deals is approved by a reasoned order of the judge for preli-
minary proceedings upon receipt of a reasoned proposal by a public prosecutor. The substantiation
of the prosecutor's proposal should highlight the circumstances giving rise to the fulfilment of the
general conditions for the authorisation of special evidentiary measures and the necessity of un-
dertaking this evidentiary action in this specific case. The proposal should also contain data on the
suspect and should give details of which simulated activities are to be approved.

15 European Court of Human Rights, CASE OF UZUN v. GERMANY, (Application no. 35623/05,), http://hudoc.echr.
coe.int/eng?i=001 100293, 22.7.2015.

16  Skuli¢, Milan; Covert Audio and Video Surveillance as a Special Evidentiary Action in the Criminal Procedure Code
(Serbian: Tajni audio i video nadzor kao posebna dokazna radnja u Zakoniku o krivicnom postupku), TuZilacka re¢, No. 28,
Belgrade 2015, p. 136

17  Danilo Suboti¢; Special Evidentiary Actions (Serbian: Posebne dokazne radnje), Belgrade 2013
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The authorisation order for simulated business deals, issued by the judge for preliminary proceedin-
gs, contains data on the suspect, the legal designation of the criminal offence, the reasons on which
the suspicion is based, the manner of conducting, recording and documenting, and the scope and
duration of the special evidentiary action (Art 175, Para 2). The duration of the measure is regulated
in the same manner as the special evidentiary actions covert interception of communications and co-
vert surveillance and recording. The simulated business deals are terminated as soon as the reasons
for their application cease to exist.

By participating in simulated deals the law enforcement agent takes on the formal elements of a
criminal offence (e.g. buying narcotics) but since this is a simulated rather than actual activity, no
lawfulness is deemed to have taken place, excluding the possibility that the agent has committed
an offence (Art 176, Para 2). Inciting another to commit a criminal offence by an authorised person
is prohibited and punishable by law (Art 476, Para 3). This provision should be understood as the
law enforcement agent being prohibited from being in contact with the suspect in such a way as to
encourage them to perform any action that is a criminal offence (e.g. such as offering to bribe the
suspect or asking them to purchase narcotics). The authorised person can only be in such circum-
stances on the initiative of the subject of the simulated business deal. Understood in this way, the
aforementioned provision prohibits the authorised person from initiating a criminal offence. In that
sense, it should be taken that an act of aiding and abetting performed on the initiative of the suspect
would not make the authorised person complicit in the crime.

A ruling by the Supreme Court of Cassation was faced with allegations by the counsel for the defen-
ce that rulings based on simulated deals were inadmissible as evidence. In fact, the defence counsel
held that the simulated deal could not have been applied in this particular case because the “police
informant”, the father of the accused, delivered his son's mobile telephone to the police and it was
then put into service in simulated legal dealings and the police used the phone to send an SMS me-
ssage to the defendant. So, according to the defence, “pre-trial proceedings were conducted and
initiated by police officers on the basis of evidence gathered through the simulation of a legal tran-
saction”, even the conditions for the application of a special evidentiary action had not been met.
The Supreme Court of Cassation deemed the defence’s claims to be without basis. According to the
findings of the Supreme Court of Cassation, the contested rulings were not based on evidence that
is inadmissible according to the provisions of the CPC. In other words, the regular criminal procedure
did not contain violations of the provisions on criminal procedure from Article 438, Para 2, Item 1 of
the CPC. This is all the more pertinent because the special evidentiary action, “simulated [business]
deals”, is regulated by Articles 174-177 of the CPC (“Official Gazette of the Republic of Serbia”, No.
72/11... 45/13) which have been in force since 1 October 2013, therefore not at the time criminal
proceedings in this case were initiated. At the end of the decision, the Court concluded that the
appeal for inadmissible evidence was unfounded, without going into detail on the inadmissibility of
evidence, neither due to the possible entrapment of the suspect nor due to the participation of police
officers in the purchase of narcotics.'®

The submission of reports and materials is regulated, essentially, in the same manner as with other
special evidentiary actions conducted with judicial authorisation.

18  Supreme Court of Cassation, Kzz 488/2014. od 22.05.2014
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Computer Search of Data

If the general conditions for the application of special evidentiary actions are fulfilled, acting on a
reasoned motion by a public prosecutor, a court may order computer searches of already processed
personal data and other data and their comparison with data relating to the suspect and the criminal
offence (Art 178). This refers to processed data held on the computers of various authorities, orga-
nisations and institutions, which can then be compared to police data on certain types of reported
criminal offences, on certain persons as well as the suspect and on certain peculiarities concerning
the criminal offence.

In practice, there are two types of data comparison, negative and positive. Negative data compa-
rison involves the elimination of certain data, most usually potential suspects, through automated
searches of police, administrative and other records. In the “case of positive comparison, new data is
formed on the basis of cross-referenced data, the determination of a group of suspects on the basis
of characteristics, facts and abilities that have been associated with an unknown offender”.*®

A reasoned proposal from the public prosecutor first highlights that the general conditions for the
application of special evidentiary actions have been met, then gives a description of the data to be
searched and processed by computer.

A computer search of data is approved by the judge for preliminary proceedings in a reasoned order
which should contain data on the suspect, the statutory title of the criminal offence, a description
of the data it is necessary to search and process by computer, a designation of the public authority
which is required to conduct the search of the requested data and the scope and duration of the
special evidentiary action (Art 179, Paras 1 and 2). The action can last up to three months and only in
exceptional cases can be extended twice by three month periods, if necessary further data collection
(Art 179, Para 2).

Two recent rulings by the European Court of Human Rights deal with the search and seizure of
computer data. Given the fact that the rulings deal with the issue of proportionality in the preven-
tion of abuse and arbitrariness during the application of these measures as well as protection of the
right to privacy, they may be meaningful in understanding issues of proportionality in the application
of computer searches. In one of these rulings, the ECHR concluded that the search and review of
electronic data was more than what was deemed necessary to achieve a legitimate objective. This
resulted in the conclusion that Article 8 of the European Convention was breached in the specific
case in question.?

19 Mati¢, Goran; “A Comparative and Legal Overview of the Special Investigative Technique ‘Automatic Computer
Search of Personal and Other Data’ (*Combing”), with a Review of the Status Quo in Serbia" (Serbian: “Uporedno-
pravni prikaz specijalne istrazne tehnike automatskog racunarskog pretraZivanja licnih i drugih podataka (kompjuterske
"raster’'pretrage),sa osvrtom na stanje u Srbiji") www.singipedia.singidunum.ac.rs/.../1012,

20 European Court of Human Rights, Robathin v. Austria - 30457/06, Judgment 3.7.2012 [Section 1], 28.7.2015.
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Controlled Delivery

Controlled delivery is a special evidentiary action that does not require judicial authorisation, instead
it is approved by the Republic Public Prosecutor's Office and the prosecutor’s offices with special
jurisdiction. The general conditions for the application of special evidentiary measures must be met
for authorisation of this action and its aim is the gathering of evidence for the prosecution and detec-
tion of suspects. The measure allows — with the knowledge and under the supervision of competent
authorities — for illegal or suspicious parcels to: 1) be delivered within the territory of the Republic of
Serbia; and 2) enter, transit and exit the territory of the Republic of Serbia (Art 181, Para 1).

As an investigative technique, controlled delivery is indispensible when it comes to the transport of
illegal narcotics but it is also well suited to the detection of other smuggled goods, such as arms, au-
tomobiles, counterfeit currency and so forth. It is applied in order to broaden existing knowledge on
the transport and other illicit activities and its primary goal is to uncover, in addition to minor actors,
the main actors and organisers and to enable their prosecution and sentencing.?

The CPC in any case makes a distinction between illegal and suspicious parcels. lllegal parcels are
those that contain items the trafficking of which is prohibited (e.g. narcotics) or restricted (e.g. fire-
arms). Suspicious parcels are those for which reasonable grounds exist to suspect that they contain
illegal items under the guise of a legitimate delivery.

An order from a public prosecutor determines how the controlled delivery will be conducted and
which law enforcement agency will execute it. The order must contain details on how the general
conditions for the application of special evidentiary actions have been met as any assessment of the
legality of its implementation, i.e. the admissibility of resulting evidence, rests on the contents of the
order. The order should also contain available data on the suspect and other data necessary for the
successful implementation of the evidentiary action. The execution of this measure is entrusted, by
the public prosecutor, to the police and other authorities the participation of which is deemed advan-
tageous, such as other security agencies, the Customs Administration, the Tax Administration and
similar. When the controlled delivery has an international element, it is conducted with the consent
of the competent authorities of interested states and on the basis of reciprocity, in accordance with
ratified international agreements which regulate its content in more detail (Art 182, Para 2).

21 Vojislav Burdi¢, Ibid, p. 249
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Deployment of an Undercover Investigator

The deployment of an undercover investigator is the most ‘exclusive’ of all special evidentiary ac-
tions. This investigative technique is exceptional for two reasons: to be approved it must meet not
only the general conditions for the application of special evidentiary actions but also a special con-
dition — that no other special evidentiary action would be sufficient to collect evidence necessary
for the prosecution of the offence or if its collection would be made substantially more difficult (Art
183). Special restrictions for the application of this evidentiary action consist of the fact that it can
only be approved for criminal offences within the domain of prosecutor’s offices with special jurisdic-
tion (Art 162, Para 2). According to the Supreme Court of Cassation, compliance with conditions for
the deployment of an undercover investigator is assessed on the facts available by the judge for pre-
liminary proceedings during the process of approving the measure and not according to the conclu-
sions of the primary court on whether the offence contained elements of organised crime. “The fact
that the accused were acquitted of the charge that they committed offences under Art 346 of the
Criminal Code, as per the indictment of the Prosecutor's Office for Organised Crime, does not affect
the legality of the evidence gathered through the deployment of an undercover investigator"”.?

This special evidentiary action is, as a rule, applied in the detection and identification of organised
crime by a specially trained police officer with a false identity and false documents infiltrating a
criminal organisation in order to detect its leaders, members and uncover what criminal activities
the organisation is involved in. Unusually, the undercover agent does not have to be an authorised
officer of the Ministry of Interior (MUP), the BIA or the VBA as the CPC allows for any other person
to become an undercover agent if the special circumstances of the case so require it (Art 185). It
would be logical for the Minister of Interior or the Director of the BIA or VBA to explain the special
circumstances of the case that require the undercover agent to be someone other than a member of
the MUP, BIA or VBA in their decision to deploy an undercover investigator.

The deployment of an undercover investigator is approved by a reasoned order from the judge for
preliminary proceedings on receipt of a reasoned proposal from the public prosecutor. The proposal
must indicate compliance with the conditions for the application of special evidentiary actions, as
well as the impossibility or significant difficulty in gathering the evidence necessary for criminal pro-
secution by other means. The proposal of the public prosecutor should contain data on the persons
and the group to whom it is being applied and a description of possible criminal offences. The order
for the deployment of the undercover investigator, issued by the preliminary proceedings judge,
must contain data on persons and the group to whom the measure is being applied, a description of
possible criminal offences, the manner, scope, location and duration of the special evidentiary action.
It may be specified in the order that the undercover investigator may use technical means for making
photographs or for audio, video or electronic recording (Art 184, Para 2).

The duration of the undercover investigator's deployment is regulated in a slightly different manner
to the duration of other special evidentiary actions. The application of this special evidentiary action
is as long as is necessary to collect evidence but not longer than one year. If required, on submission
of a reasoned motion by the public prosecutor, the preliminary proceedings judge can extend the

22 Supreme Court of Cassation, KZZ OK 13/2014. of 13.6.2014
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special evidentiary action by a maximum of six months. As with other special evidentiary actions,
this measure will be discontinued as soon as the reasons for its application cease to exist (Art 184,
Para 3).

The judge for preliminary proceedings approves the deployment of an undercover investigator as a
special evidentiary action but does not personally determine who the undercover agent will be. This
is — under a pseudonym or codename — is the responsibility of the Minister of Interior, the Director of
the Security Information Agency, the Director of the Military Security Agency or a person authorised
by them (Art 185, Para 1).

On the potential of an undercover investigator being responsible for committing a criminal offence,
the CPC has only one provision (Art 185, Para 4), which makes it prohibited and punishable for
an undercover investigator to incite the commission of a criminal offence. Incitement is possible if
an undercover investigator verbally or in some other way instigates or supports the decision of the
criminal group to commit an offence. There have been two decisions concerning the incitement to
commit a criminal offence. In one of these the Supreme Court of Cassation deems “no importance
for the completed criminal act the fact that the offence was committed because the accuses was
approached [...] with the aim of ‘provoking’ a crime when it is taken into consideration that the
accused was ‘clearly’ purchasing foreign currency, as he did not have NBS authorisation for this, he
acted in contravention of Article 30 of the Law on Foreign Currency Transactions, which in this spe-
cific case in the actions of the defendant acquired all of the legal elements of a criminal offence under
Avrticle 50 of the Law on Foreign Currency Transactions.” Further in this decision the Supreme Court
of Cassation elaborates on why ‘provoking’ the accused to commit a crime does not exclude the
existence of the committed crime. Therefore, whether certain behaviour is criminal is “significant” is
determined only by the description “in the indictment” and whether “the accused in their behaviour
realised all of the legal elements of a criminal act” — in other words, whether there is any basis in
law that exclude unlawfulness or guilt.? Therefore, it can be assumed that from this decision that
the SCC deems the ‘provocation’ to commit an offence allowable as ‘provoking’ is understood as an
activity that encourages someone to commit an offence but, simultaneously, this activity does not
support or create a decision to commit a criminal act. “Provoking” a criminal offence is a precursor
to incitement and does not influence the behaviour of the accused.

In the second decision, the Supreme Court of Cassation deems that there is no incitement to commit
a criminal offence when from the evidence gathered it is clear that the accused obtained the items
necessary for the offence before contact with the undercover investigator, hence demonstrating the
intention to commit the offence.

In addition to the intentions of the accused prior to coming into contact with the undercover in-
vestigator, in the case of Veselov and others versus Russia (application no. 23200/10, 24009/07
and 556/10), the European Court of Human Rights points to other criteria for the admissibility of
evidence resulting from the activities of an undercover investigator. Firstly, the use of evidence
gathered through incitement to commit a crime is inadmissible because “the public interest cannot
justify [it]". Secondly, the Government would have to be in possession of concrete and objective

23 Supreme Court of Cassation, Kzz 66/11. of 13.10.2011

24 Supreme Court of Cassation, KZZ OK 13/2014. of 13.6.2014
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evidence indicating that the initial steps, toward committing the offence for which the accused was
subsequently prosecuted, had already been taken. Thirdly, any covert operation must comply with
the requirement that the investigation be conducted in an essentially passive manner. Fourthly, in a
situation where “the authorities claim that they acted upon information received from a private indi-
vidual, the Court draws a distinction between an individual complaint and information coming from
the police collaborator or informant. The latter would run a significant risk of extending their role
to that of agents provocateurs [...]lt is therefore crucial in each case to establish if the criminal act
was already under way [...]". Finally, it is crucial that domestic law establishes clear and predictable
procedures for the authorization of the employment of covert operations and supervision of such
operations and to treat any arguable plea of “entrapment” is examined by the courts in a manner
“compatible with the right to a fair hearing."?

The CPC, however, makes no provision which excludes the possibility of elements of criminality in
the activities of an undercover investigator that would, in their content, match provisions for partici-
pants in simulated businesses. The participation of an undercover investigator in criminal acts com-
mitted by members of the criminal group they are infiltrating is assumed if they are to remain unde-
tected. From the aforementioned provisions prohibiting incitement, it can indirectly be inferred that
the undercover agent's participation, in the commission of criminal acts within the criminal group,
is not forbidden (the agent is there as a simulated participant in the crime). This conclusion can also
be reached through the application of provisions of the Criminal Code (Art 20) on the last resort (by
participating in criminal activity the undercover agent simultaneously eliminates unwarranted dan-
ger to their own life...). In this vein, depending on the type of offences in the ‘remit’ of the criminal
organisation, a complex legal problem can emerge in the course of the investigation. For instance, it
could happen that the undercover agent inflicts serious bodily harm or takes a life in the commission
of a robbery. The issue of the undercover agent's accountability would, in such cases, by applying
the general tenants of substantive criminal law. If the undercover agent was not themselves against
injury or death at the time they inflicted the serious bodily harm or took a life, their conduct would
be judged according to criminal law. Things are different if the undercover agent saw such action
as necessary to protect themselves from injury or death (for example, a victim of the crime aimed
a firearm at the agent with the aim of killing them). In such circumstances, self-defence cannot be
invoked, the agent cannot be said to be acting in self-defence (the "attacker” acts against them in
self-defence relative to the attack of the criminal group, rather than vice-versa). Self-defence can,
however, be invoked in the sense that there exists a simultaneous and clear danger if the harm com-
mitted does not exceed the harm threatened.

During the course of the operation the undercover investigator submits periodical reports to their
immediate superior (Art 186, Para 1). The CPC does not regulate in detail the contents of these
reports, their form or the frequency of their submission. These factors depend on the circumstances
in which the operation is conducted and the undercover agent's assessment of the risk to their per-
sonal safety that submitting reports may carry. The reports can be delivered verbally or in the form
of submitting video, audio or electronic recordings to the agent's superior.

At the conclusion of the deployment of the undercover investigator the superior official delivers to
the judge for preliminary proceedings photographs, optical, audio or electronic recordings, docu-
mentation collected and all evidence acquired and a report containing: the time of commencement

25 Employing Special Investigative Resources, Council of Europe Handbook, Belgrade 2013
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and termination of deployment of the undercover investigator; the code-name or pseudonym of the
undercover investigator; a description of the procedures applied and technical means used; data on
the persons covered by the special evidentiary action and a description of the results achieved (Art
186, Para 2).

The judge for preliminary proceedings will deliver the materials and report to the public prosecutor
who proposed the investigative measure. On the basis of the collected evidence the public pro-
secutor determines a course for further action. An undercover investigator under a code-name or
pseudonym may exceptionally be examined as a witness in criminal proceedings. The examination
is performed so that the identity of the undercover investigator is not revealed to the public prose-
cutor and the parties and the defence counsel. The undercover investigator is summoned through
the superior officer they have been in contact with throughout the operation. The superior officer
immediately before the examination by a declaration given before the court confirms the identity of
the undercover investigator (Art 187, Paras 1 and 2).

During the examination of the undercover investigator as a witness, the defence cannot have the
right to cross-examine the undercover investigator and cast doubt on the credibility of their testi-
mony curtailed. On the basis of Article 112, the provisions for witness protection (Arts 105-111)
shall accordingly be applied to the undercover investigator. The CPC specifies that a court decision
cannot be based only or to a decisive extent on the testimony of an undercover investigator (Art
187, Para 3).
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Conclusion

Special evidentiary actions have not been the subject of a large number of Supreme Court of Cassa-
tion decisions. In deciding on possible breaches of the law relating to the authorisation and applica-
tion of special evidentiary actions, the Supreme Court of Cassation has primarily ruled on the covert
interception of communications special evidentiary action. On the basis of the Supreme Court of
Cassation's frugal involvement we can conclude that the court’s decisions do not, as a rule, find the
application of special evidentiary actions to be unlawful and that they, in rare cases, deliberate on
the scope and application of such measures. On the other hand, in its rulings, the European Court
of Human Rights establishes standards for the authorisation and application of special investigative
methods, observing rulings on the application of these measures from the perspective of protecting
the right to privacy under Article 8 of the European Convention. Available information on Serbian
judicial practice does not enable reliable conclusions on the extent to which courts, in approving spe-
cial evidentiary actions, take into account “interference” with the right to respect of privacy caused
by the application of such measures, in accordance with applicable provisions of Article 8, Paragraph
2 of the European Convention.
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PUBLIC PROSECUTORS AND THE
APPLICATION OF SPECIAL MEASURES FOR
COVERT DATA COLLECTION

Bearing in mind the fact that Serbia is a country in transition, new forms of traditional forms of crime
have begun to emerge. In such circumstances Serbia has become fertile ground for complex and
unconventional forms of organised crime as a phenomenon of its modernity (corruption, money
laundering, financial crime, drug and human trafficking, the smuggling of vehicles and arms, and so
forth).

In theory and in practice there is agreement that prosecuting the above forms of crime is difficult
without the use of special evidentiary actions. Special evidentiary actions, which constitute “spe-
cific special investigative techniques, are designed to detect and identify certain specific offences,
otherwise difficult to detect and prosecute using only general evidentiary actions, especially typical
of organised crime and so-called high corruption”.* This does not in any way suggest that regular
evidentiary activity is not important in criminal procedure but it is evident that the application of such
measures is not sufficiently effective and proportionate with regard to these forms of crime.

It is an indisputable fact that the application of special evidentiary actions restricts fundamental
human rights and freedoms? and, hence, the application of these evidentiary actions requires that
the people involved apply a high degree of professionalism in their conduct and their professional
competence, in accordance with prescribed procedures and in order to meet the relevant legal requ-
irements. Precisely because of these facts, restrictive conditions for the application of special evi-
dentiary measures are prescribed, as is the necessity of cooperation and coordination of the police,
prosecution and judiciary.

The Belgrade Centre for Security Policy and the Association of Public Prosecutors of Serbia analysed
the application of special evidentiary actions, i.e. special measures for covert data collection, in order
to establish whether and to what extent abuses and arbitrariness occur in their implementation, es-
pecially taking into account the Screening Report for Chapter 24:

1 Skuli¢, Milan and lli¢, Goran; Handbook for the Implementation of the Criminal Procedure Code, Official Gazette of the
Republic of Serbia, 2013

2 The right to private and family life.

* Vice President of the Program Council of the Association of Public Prosecutors and Deputy Public Prosecutors of Serbia
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“As regards its operational capacity, Serbia needs to establish a centralised criminal intelli-
gence system and a safe platform for communicating between law enforcement bodies. Pro-
viding data protection and human rights standards are guaranteed, relevant databases should
be better connected. The statistical and risk analysis capacity needs to be further improved.
The dependence of the police on the security intelligence agency to carry out certain special
investigative measures in criminal investigations is not in line with EU best practices. Overall,
Serbia needs to ensure sufficient human and financial resources as well as to strengthen its
analytical capacities. "

That a problem exists is also indicated by the Ombudsman and the Commissioner for Information of
Public Importance. In July 2012 the Ombudsman, Sasa Jankovi¢, and the Commissioner for Informa-
tion of Public Importance and Personal Data Protection, Rodoljub Sabi¢, pointed to an alarming gulf
between constitutional rights — in terms of the monitoring of electronic communications and data
protection — and practices, as well as problems such a gulf can cause or is causing.

The Union of Criminal Lawyers also seeks to amend provisions regulating how materials collected
during the application of special evidentiary actions are treated in the event that a prosecutor deter-
mines that they will not be used in proceedings or that the no prosecution will be brought. Accor-
ding to the Lawyers Union, the existing provision of the Criminal Procedure Code — which provides
only the opportunity for the judge for preliminary proceedings to notify the person to whom covert
communications monitoring was applied — should be amended to obligate judges to inform the rele-
vant party. One of the proposals also concerns the right, of the party subjected to covert communi-
cations monitoring but who has not been charged, to be present when the materials resulting from
the communications monitoring are destroyed.

Despite the fact that the application of special evidentiary actions limits constitutional rights and
freedoms, they are an extremely useful took enabling law enforcement agencies to obtain high-
quality evidence relevant to criminal proceedings. Furthermore, due to the conflict of two interests
— the protection of fundamental human rights, on the one hand, and effective criminal proceedings,
on the other — it is necessary to highlight the importance of criminal procedural legality in collecting
evidence.

Special measures that, in the course of an investigation, temporarily restrict constitutional rights and
freedoms in order to gather evidence for criminal proceedings are normatively regulated by the Cri-
minal Procedure Code. Given that special evidentiary actions restrict constitutional rights and free-
doms and intrude on an individual's right to private and family life, they can be approved only when
two conditions are cumulatively fulfilled: grounds for suspicion must exist that the person subjected
to these measures has committed a criminal offence that falls within the category of offences to
which special evidentiary actions are applicable; and other means are not available to gather evi-
dence for a criminal prosecution or their collection would be made significantly more difficult.

Also, the types of special evidentiary actions must be regulated by legal provisions so that they are
applied on prior authorisation by a court, that is upon the issuing of an order by the judge for preli-
minary proceedings and the law must prescribe the duration of special evidentiary actions.

3 Screening Report Serbia: Chapter 24 — Justice, Freedom and Security, WP ENLARGEMENT + COUNTRIES
NEGOTIATING ACCESSION TO EU, MD 46/14, 15.05.14
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Exceptionally, special evidentiary actions can be applied against a person for whom reasonable gro-
unds for suspicion exist that they are preparing one of the aforementioned offences, as long as
one of the prescribed conditions is fulfilled: 1) when the circumstances of the case indicate that the
criminal offence could not be detected, prevented or proved in another way, or 2) when that would
cause disproportionate difficulties or a substantial danger.

The general regulation of the authorisation of special evidentiary actions concerns the following:

the substantive conditions for the application of special evidentiary actions,

the treatment of collected materials,

the admissibility of evidence gathered through special evidentiary actions,
accidental findings encountered in the course of a special evidentiary action, and
the secrecy of data linked with special evidentiary actions.*

oA WN =

This work examines information received from a number of public prosecutor’s offices concerning
the application of special measures for covert data collection. For the purpose of this research, spe-
cial measures for covert data collection include the following measures regulated by the Criminal
Procedure Code: special evidentiary actions regulated by Articles 166-187 of the Criminal Procedure
Code, the provision of data by banks and other financial institutions (Article 144 of the Criminal Pro-
cedure Code), surveillance of suspicious transactions (Article 145 of the Criminal Procedure Code)
and obtaining records of telephone communications or the base stations used, or location of the
place from where a communication is being conducted (Article 286, Paragraph 3 of the Criminal
Procedure Code).

4 M. 3kuli¢, Ibid. p 35
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The Legal Framework

Taking into consideration the fact that domestic and international legislation guarantees human
rights and freedoms to all citizens, especially the right to privacy, regardless of nationality, ethnicity,
religion, social background and so forth, special evidentiary actions must have legal basis and legally
legitimate goals, which prevents possible abuse and arbitrariness in their application. Special eviden-
tiary actions are also regulated by a number of international legal instruments in order to improve
effective combating of certain forms of criminality.®

Initiating the application of special evidentiary actions is the exclusive jurisdiction of prosecutors but
the application of these actions is subject to judicial authorisation that, in concert with the function
of authorisation, also institutes supervision and oversight focusing on the legality of the manner in
which special evidentiary measures are applied.

Articles 161 to 188 of the 2011 Criminal Procedure Code® regulate special evidentiary actions. The
Criminal Procedure Code details six special evidentiary actions, including covert interception of
communications (Art 166-170 of the CPC), covert surveillance and recording (Art 171-173 of the
CPC), simulated [business] deals (Art 174-177 of the CPC), computer search of data (Art 178-180
of the CPC), controlled delivery (Art 181-182 of the CPC) and undercover investigator (Art 183-187
of the CPC), which are, in coordination with prosecutors and judges, executed by the police.”

The first condition that must be fulfilled in order for these actions to be approved is the existence of
reasonable grounds for suspicion that the suspect has committed or is preparing to commit one or
more criminal offences that, in the opinion of legislators, deserve to be the subject of special eviden-
tiary actions (Art 161 of the CPC). These offences include those related to the activities of organised
criminal groups and corruption offences. In addition to organised crime, these offences also include
the most serious crimes such as terrorism, abduction, aggravated murder, etc. (Art 162 of the CPC).
This list of offences is closed, meaning that those offences not on the list cannot be subject to special
evidentiary actions.

Not all special evidentiary actions are allowed for each of these offences. The undercover investiga-
tor special evidentiary action can be approved only for offences within the competence of special
public prosecutors for organised crime and war crimes.®

5 The 1988 Vienna Convention against lllicit Traffic in Narcotic Drugs and Psychotropic Substances; the 1990
Council of Europe Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime; the
Interpol (Europol) Resolution on Organised Crime; the 2000 United Nations Convention against Transnational
Organized Crime; the 2003 UN Convention on Corruption: the Naples Political Declaration and Global Action Plan
against Organized Transnational Crime

6 Official Gazette of the Republic of Serbia, Nos. 2/2011, 101/2011, 121/2012,32/2013, 45/2013 and 55/2014

7 Handbook for Public Prosecutors for the Implementation of the New Criminal Procedure Code (Serbian:
“Prirucnik za javne tuZice za primenu novog Zakonika o krivicnom postupku”), Association of Public Prosecutors of
Serbia, December 2013.

8 Article 162, Paragraph 2 of the CPC
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In the course of conducting special evidentiary actions, an important condition is the principle of
proportionality, i.e. that a right can only be restricted to the extent necessary to achieve a set goal.
The goal must not be less valuable, in terms of its importance, than the good being restricted, i.e.
the right that is affected. If more than one option is available for the achievement of this goal, the
one that is least harmful and restrictive of human rights must be selected.®

Special evidentiary actions are applied only when the prosecutor determines that certain evidence
cannot be acquired in any other way or when the standard investigatory measures in a given case
cannot achieve their aims.

Special evidentiary actions are approved by the judge for preliminary proceedings on receipt of a rea-
soned proposal from a competent public prosecutor, with the exception of controlled delivery, which
is approved by the Republic Prosecutor's Office or a prosecutor's office with special jurisdiction.
The reasoned proposal by the public prosecutor responsible for the specific case must, among other
things, contain all available legally relevant and demonstrable facts of the case as well as information
that justifies the application of the special evidentiary measure.

In terms of duration, it is clear that the special evidentiary measures covert interception of commu-
nications, covert surveillance and recording, simulated [business] deals and computer search cannot
continue indefinitely. The order issued by the judge for preliminary proceedings determines the
time period necessary for the special evidentiary action. These evidentiary actions can last up to
three months but, if circumstances necessitate, can be extended by up to six months by the judge
for preliminary proceedings. If a special evidentiary action falls within the competence of a public
prosecutor’s office with special jurisdiction, it can be extended twice by up to three months at a time,
meaning that the maximum duration of these special evidentiary actions is 12 months. The fact that
the duration of special evidentiary actions is limited in accordance with provisions of the CPC is one
of the criminal law mechanisms preventing potential abuse or arbitrariness in application.

The application of special evidentiary actions is conditional and must be regulated by a series of
activities designed to prevent abuse or rather activities that enable consistent adherence to the prin-
ciples of legality, subsidiarity, proportionality, judicial review, limited duration, the probability of a
connection with the offence, the legal classification of activities, the legal classification of offences
and determination of the identity of persons, objects and types of measures.

9 Djordjevi¢, Sasa; Dici¢ Kosti¢, Nevena and Litavski, Jan: Collection of Policy Papers on Police Reform in Serbia number
6, September 2012
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The Experiences of Public Prosecutors

This paper will, henceforth, examine the results of the research project, which had a very limited
scope in terms of the number of interviewees and the questions covered. Yet, in spite of these clear
deficiencies, we considered it useful to make the results available to the general public and those
who will continue to work on changes to the legal framework and the training of public prosecutors.

This research project was conducted in the first half of 2015, using a small sample size of public pro-
secutors and deputy public prosecutors from a number of prosecutor’s offices. Due to the relatively
small sample size, the results of the research are merely indicative — that is they can only point to the
areas that could be studied in greater detail in future in order to enable public prosecutors to perform
their complex tasks — and are not suitable for drawing definitive conclusions.

The data obtained covers ten higher public prosecutor’s offices'®: Belgrade, Jagodina, Kraljevo, Ne-
gotin, Pancevo, Pirot, Sremska Mitrovica, Cacak, Valjevo and Vranje.

Most public prosecutors are of the opinion that the Criminal Procedure Code does not contain legal
loopholes and inaccuracies in the formulation of provisions governing special evidentiary actions, i.e.
that these were removed in previous amendments to the Code.

However, a small number of prosecutors point out that, despite the adoption of amendments to the
Criminal Procedure Code, there remain some concerns. Therefore, according to the opinion of these
prosecutors, the Article 171 of the Criminal Procedure Code does not sufficiently clearly regulate
the special evidentiary action, covert surveillance and recording, as it does not specify whether, in
addition to photographing and video recording of the subject, the measure also allows audio recor-
ding in open and restricted spaces. According to the opinions expressed, no clear exists because the
provisions of Article 2, Items 27 and 28 of the Criminal Procedure Code explain the meanings of the
terms “optical recording” and “audio recording” while the provisions of Article 171, Paragraph 1 of
the Code cover covert surveillance and recording of the suspect, which indicates a broader category
that could include audio recordings.

According to the collected data, prosecutors are of the opinion that the manner in which listening
devices and other equipment is removed after the expiry of covert surveillance and recording is not
clearly defined under Article 171 of the Code, which in practice creates the possibility of the conti-
nued presence of these devices in premises other than dwellings. As a result, it has been proposed
that the authorities entrusted with the implementation of these measures be obligated to remove
the listening devices after the expiry of the measure and to compile a report notifying the court that
issued the authorisation order.

When it comes to simulated [business] deals under Article 174 of the Criminal Procedure Code, it
is not specified whether the “authorized person” other than an officer of the police, BIA and VBA
could execute this action and what the authorisation referred to entails. Prosecutors are unsure
whether the authorised persons can be police officers from other countries or international police

10  There are 25 High Prosecutor's Offices in Serbia and they are responsible for proposing special evidentiary actions
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organisations and under what circumstances. There are also concerns regarding the way in which the
authorisation is granted to such persons and whether the order issued by the judge for preliminary
proceedings should contain details on the authorised person, as this is not explicitly prescribed by
Avrticle 175 of the Code.

These legal loopholes and ambiguities leave space for varying approaches in the implementation
of the Code and have important repercussions. These do not only affect the potential restriction
and infringement of constitutional rights and freedoms but also create the possibility of different
treatment under the law in certain criminal procedures or for varying application of Article 16 of the
Code which states that court decisions may not be based on evidence which is, directly or indirectly,
in itself or by the manner in which it was obtained, in contravention of the Constitution, this Code,
other statute or universally accepted rules of international law and ratified international treaties.

According to the prosecutors, the Criminal Procedure Code does not prescribe whether a special
evidentiary measure can be applied against the same person even if it has been previously applied
against them and discontinued due to the time limitations that are prescribed as the maximum du-
ration for the application of special evidentiary actions.

In terms of the training, most prosecutors claim they have received no special training concerning
special evidentiary actions. Three prosecutor’s offices have, however, attended training courses. Of
these, two prosecutor’s offices attended training on the implementation of the new Criminal Proce-
dure Code, organised by the Judicial Academy and only one office participated in training pertaining
specifically to the proposal, authorisation, application and supervision of special measures for covert
data collection, as organised by the Ministry of Interior.

Special evidentiary actions are most often proposed for the following criminal offences: unlawful
production and circulation of narcotics (Article 246 of the Criminal Code), abuse of office (Article
359 of the CC) and bribery (Articles 367 and 368 of the CC). They are proposed less frequently
for the offences of unlawful manufacture, possession, carrying, and sale of firearms and explosives
(Article 348 of the CC), money laundering (Article 231 of the CC) and espionage (Article 315 of the
CQO).

All of the prosecutor's offices stated that before every proposal for the application of special eviden-
tiary actions, the possibility of collecting the evidence by other means is considered and consultations
with the police and security agencies are conducted in order to evaluate the possibility of acquiring
evidence by other means and the feasibility of special evidentiary actions, with special emphasis on
the quality of evidence that can be obtained in this way.

Prosecutors estimate that the most common reasons why evidence could not be acquired in any
other way are as follows: the personality of the suspect and the danger they present to others; the
nature of the offence committed or in preparation, for which there are reasonable grounds for sus-
picion; the manner in which offences have been executed reflecting a degree of conspiracy; there
being a large number of people who work together with the suspect or who have played some role
in the commissioning of the offence; a high degree of security awareness and organisation within
the targeted group; danger to the lives of officers and civilians, cultural assets or valuable property;
the risk of the investigation being discovered; protection against information ‘leaks’; prevention of
the destruction of evidence due to an awareness of the crime being detected.
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In analysing the reasons given by prosecutors for the impossibility of collecting evidence through
other means it is worth bearing in mind that both the initiation of an investigation and the applica-
tion of special evidentiary actions require the same degree of suspicion (grounds for suspicion). This
indicates that the prosecutors opt for the application of special evidentiary actions only when the
collection of evidence in the course of the investigation becomes very difficult and, in most cases,
impossible (the suspension of all activity, learning that an investigation is under way, termination of
all communications, the destruction of evidence by as yet undiscovered accomplices, and so forth).

Bearing in mind the fact that special evidentiary actions are determined before the order for their
application is issued, they are less frequently applied in cases where the criminal offence has already
been committed because this raises the reasonable of whether they would yield results. Of course,
one must not discount the possibility of applying such measures immediately after the commission
of a crime when there is still a possibility of the perpetrators communicating in order to cover the
offence up, divide the spoils, plan their escape and similar.

Also, special evidentiary actions are applied in cases where the perpetrator is commits offences repe-
atedly over time (drug trafficking, human trafficking, bribery, extortion, abuse of office or abuse of
authority) and when the aim is to provide evidence against all of the involved perpetrators.

When it comes to how frequently the duration of special evidentiary actions is extended, the experi-
ences of prosecutors differ. A small number of prosecutor’s offices report that all special evidentiary
actions approved by a judge for preliminary proceedings are extended for a further three months.
In the majority of prosecutor’s offices the duration of special evidentiary actions is extended in 30 to
40 percent of cases and in all of these cases the initiative for the extension has come from the law
enforcement agency executing the special evidentiary action.

Most prosecutor's offices report having no experience with the monitoring of suspicious transac-
tions but those that have, state that the measure's duration had not been extended. Considering
the fact that most prosecutor's offices have not had practical experience with the application of the
monitoring of suspicious transactions, they are not well placed to answer the question of whether
this measure is most often addressed to the judge for preliminary proceedings or the Administration
for the Prevention of Money Laundering. Those prosecutor’s offices that have had experience with
the implementation of this measure report that they most frequently address the court and only
indirectly inform the Administration, depending on the results of the investigation.

According to the responses to prosecutors gave to our questionnaires, the most startling fact is the
number of cases! in which, having collected evidence through the application of special measures,
the prosecutor does not initiate criminal proceedings within six months of receiving the collected
materials or otherwise declines to use the materials in the proceedings, i.e. does not press charges
against the suspect.

Most prosecutors had not experienced cases where the evidence gathered was deemed inadmissible
in court due to the unlawful application of special measures that led to the evidence. Meanwhile
a smaller number of prosecutors states that they have rarely or very rarely encountered evidence
being inadmissible. The prosecutors responded in a similar manner to the connected question of

11 Some other prosecutors reported that this occurs in 90 percent of cases
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how frequently the inadmissibility of evidence due to the unlawful application of special measures
resulted in an acquittal or retrial. These responses indicate either that the police or the prosecutors
apply special measures in full compliance with the Criminal Procedure Code and the Constitution or
that the courts do not make full use of their role as oversight bodies as granted them by the Code.
Serbian courts should take their overseeing role in admitting or rejecting evidence more seriously.
They should also be more mindful of the European Court of Human Rights ruling against Croatia,*?
in which the Court found that the order for the recording of the suspect's telephone conversations,
as issued by a Croatian court, contained insufficient justification, resulting in a breach of Article 8
of the European Convention on Human Rights concerning respect for private and family life, home
and correspondence. In this case the main question evaluated by the European Court of Human
Rights was whether the system of secret surveillance, as implemented by the Croatian authorities,
provided adequate safeguards against abuse. Based on the interpretation of national law by the
Croatian court in the case against Dragojevi¢, the European Court of Human Rights found that the
law was not sufficiently clear and precise regarding how much discretion the authorities have to issue
a warrant for secret surveillance and that, in practice, it did not secure adequate safeguards against
various possible abuses.

ADDITIONAL CHALLENGES FOR THE APPLICATION AND SUPERVISION OF MEASURES

One of the problems faced in collecting data for this analysis was the fact that there is no automated
case management programme, which makes if difficult to compile statistical reports and to process
data. The introduction of an automated system in public prosecutor's offices was provided for in the
National Judicial Reform Strategy and Action Plan under Chapter 23 but additional challenges in the
implementation of this will emerge due to the inadequate infrastructure of public prosecutor’s offices
and a lack of proper computer equipment that can support such programmes. The modernisation of
annual statistical reports is also essential. Modernisation of these reports should be accompanied by
an analysis of which information is to be compiled in order to fulfil Serbia’s obligations in the accessi-
on process, as well as to comply with ratified international agreements. The analysis should also seek
to establish which information is important for the consultative process, i.e. which information is of
value to the professional and academic public. It is also necessary to clarify which data are confiden-
tial and which are not and to establish the obligations of the Public Prosecutor's Office under the
Law on Free Access to Information of Public Importance and the Law on Personal Data Protection.

In order for special evidentiary actions to be applied in all cases where they are absolutely necessary,
the costs expended by these operations should be calculated and for this to be possible annual recor-
ds of these measures should be kept and trends tracked. This raises the further question of whether
public prosecutors, in proposing, and judges, in approving these measures take into account the
costs that result from their application.

12 Dragojevi¢ v. Croatia, No. 68955/11.
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